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Gi&i thiéu

Trung la sinh vién ndm cubi nganh An toan khéng gian sb tai Trwong Coéng nghé Thong tin va Truyén théng — Pai hoc
Bach khoa Ha Noi. V&i hiéu biét vé céc 16 hong va kinh nghiém danh gi4, kiém thu cac tng dung Web va Mobile, thue
hién céc chién dich Red Team; cung vdi niem dam mé va tinh thin ham hoc hei, ciu tién, Trung mong mubn dwoc
tham gia vao cac hoat dong Red Team nhw kiém tht xXdAm nhép, m6é phong tAn cong va danh gid kha ndng phong thu
caa hé théng théng tin.

Hoc van

Trwong Cong nghé Thong tin va Truyén thong (CNTT&TT), Pai hoc Bach khoa Ha Noi, 09/2022 - 02/2027

Ct nhan nganh An toan khong gian s6

* CPA: 3.2/4.0

* D6 4n tdt nghiép: Trién khai hé théng LLM local phuc vu dénh gi4 an toan théng tin cho APK két hop danh gid
tha cong

Kinh nghiém

Thwe tép sinh, Phong Chinh sach An ninh thong tin, Ngan hang TMCP Ngoai thwong Viét 04/2025 - hién tai
Nam (Tru sé chinh)

* Thue hién dénh gid An toan théng tin cho céc tng dung va hé théng Web/Cloud/Mobile theo yéu ciu cta ldnh dao;
phét hién, phan loai mtke d6 rti ro va dé xut phwong 4n khic phuc cho cic don vi van hanh.

* X4y dung c6ng cu hd tro cong tic danh gia tudn tha trén toan hang, gitip chuin hoa quy trinh ra soat va giam thoi
gian danh gia tha cong.

Chu nhiém, Cau lac bo An toan théng tin Bach khoa Ha N6i (BKSEC) 01/2024 - hién tai

* Pinh hwdng va diéq phéi cac hoat dong chuyén mén cua ciu lac by, trong do6 tdp trung xdy dwng va huén luyén do6i
tuyén CTF mang Diéu tra s6 (Digital Forensics).

. Chﬁ tri viée xay dung thi thach va quan 1y, vAn hanh ha ting cho cdc sw kién trong diém cta ciu lac bd, bao gom
nén tang BKSEC Training (2024-nay) va cac sw kién BKSEC CTF thwong nién.

* Dai dién nha tredong tham gia nhiéu cudc thi An toan théng tin trong nwde (Sinh vién véi An toan théng tin, Sinh
vién An ninh mang) va trong khu viec (ASEAN Cyber Shield, Hacktheon Sejong).

Cong tac vién, DASVISION 01/2025 - hién tai

* X4y dwng c4c khéa hoc An toan thong tin tie co ban dén nang cao cho déi tic Han Quéc.

* Thiét ké noi dung bai giang va hé théng bai thwc hanh cho nhiéu chi dé: khai thc tng dung Web, khai thic mé
trweong Active Directory, tdn céng phishing (gia mao), phan tich ma déc va ¥ng dung Al trong danh gid An toan
théng tin.

Cong tac vién, Phong ('ng ctbu sw ¢, Trung tim Ung ctvu khan cAp khong gian mang Viét 10/2023 — 02/2025
Nam (VNCERT/CC)
* Kiém thii xAm nh4p va dénh gid bao mat hé théng
* Thuwe hién kiém thii, ddnh gid nhidu hé théng tng dung Web quan trong cua cac bd, nganh, dia phu’o’ng trén ca
nwde dwdi 3 hinh thive blackbox, greybox va whitebox; phat hién nhiéu 16 héng nghiém trong din dén 16 lot théng
tin cta ngwdi dan hodce chiém quyén diéu khién hé théng.
* Thwe hién kiém tra, ddnh gid An toan théng tin cho cdc mdy chi, tng dung Desktop, Mobile cta t6 chike kinh té,
tai chinh; phat hién nhiéu 16 héng nghiém trong do 14p trinh khéng an toan.
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* Phét hién 16 héng Race Condition trong tinh ning chuyén khoan ciaa mét Vi dién tu I6n tai Viét Nam, cho phép
thiec hién giao dich vwot s6 duw.

* Phat hién cac thiét lap phan quyen sai trong hé thong co sé div liéu OracleDB cta mot td chire tai chinh tai Viét
Nam, cho phép ngwdi dung quyén thap thwe thi 1énh ttr xa, chiém quyen didu khién hé thong

* X4m nhép nhiéu méy chu (vdi sw déng ¥ cta chi quan hé théng) ,tren c4c hé théng ]~)1ch vu cong, Quan ly‘vén ban
cta cdc Bo, nganh, dia phu’qng trong pham vi Dién tip thwe chién thong qua cac 16 hong File Upload; dong thoi
thiec hién leo thang ddc quyén va mé rong tan cong.

* Tham gia t6 chite cdc dot dién tap thwe chién, dién tdp mé phong quy mé 16n

* Tham gia thiwec hién cdc kich ban tén cong, phong thu tai céc sw kién qudc té nhw APCERT 2024, ACID 2024; dwa
trén cdc kich ban va yéu ciu chuyén mén tie quéc té, x4y dwng cdc ciu héi va tinh huéng pht hop phuc vu dao tao
nhén lwe Ung ctvu sw ¢b trong nwde.

e Tham gia t§ chL'Pc,dién tap thwe chién tai nhidu B0, nganh, tinh nhw B6 Khoa hoc va Céng nghé, Cuc Thwong mai
dien ti va Kinh té s6 (B6 Céng Thwong), Bao hiém Xa hoi Viét Nam, cac tinh/thanh phé Hai Phong, Thanh Ho4,
Bac Kan,...

* X4y dwng céc kich ban phuc vu Dién tdp mé phéng Ung ctbu sw ¢d cho Bao hiém x4 héi Viét Nam.

* Xay dwng cong cu, checklist va quy trinh kiém thit ttng dung

* X4y dung webshell da tinh ning, phuc vu diéu khién mdy chu tir xa v tw dong thwe hién tAn cong leo quyén
(privilege escalation) trén Windows.

* Tham gia x4y dwng cong cu tunneling phuc vu qu4 trinh lateral movement trong céc chién dich Red Team.

* Thiét ké ma doc, ransomware dé md phéng céc kich ban tin cong thwee té trong qué trinh kiém thi bao mat.

* Xay dwng cac checklist va quy trinh kiém thu cho tng dung Web, API va ttng dung mobile.

Nghién ctru doc lap

Nghién cttu va phat hién 16 héng (Vulnerability Research) 01/2026 - hién tai
Thwe hién ra quét va phan tich ma nguon cta mot sé framework Web va cong cu bao mat nhim phét hién 16 hong,
sau dé bdo cao cho d0i ngt 14p trinh theo quy trinh cong bd 16 héng c6 trach nhiém (responsible disclosure). Mot s6
16 héng da dwoc cAp ma CVE.

* CVE-2026-48062 — Codelgniter 4 (framework Web PHP)
* CVE-2026-48489 — Symfony (symfony/security-http)

* CVE-2026-46625 — js-cookie

¢ CVE-2026-59895 — Hono (framework Web JS/TS)

* GHSA-crmm-hgp2-wgrp — Laravel (framework Web PHP)

Ky nang chuyén mon

Bao mat tin cong: Kiém thit xdm nhép (blackbox/greybox/whitebox), van hanh Red Team, mé phéng tin cong, leo
thang dac quyén, lateral movement

Nghién citu 16 héng: Tim kiém, phan tich va khai thdc 16 héng Web & API theo tiéu chuin CWE vd OWASP Top 10
Lap trinh: Go, Python, TypeScript

Hé diéu hanh: Windows, Linux; sit dung thanh thao cong cu dong 1énh (CLI) dé quan tri va kiém thit bao mat
Cong nghé cloud/serverless: Kubernetes, Cloudflare Workers, AWS

Ngoai ngie: Tiéng Viét (ban ngt), Tiéng Anh (IELTS 8.0)

K§ ning mém: Lam viéc nhém, thuyét trinh treée d4m déng

Chwng chi

« IELTS 8.0 (Tiéng Anh)
* HTB Certified Penetration Testing Specialist (CPTS) - 01/2026



Giai thwong

* Top 5 — Cudc thi ASEAN Cyber Shield 2025 (bang Student) tai Busan, Han Qudc (dbi thi Central Unique Mountain)
* Top 10 — Cudc thi Hacktheon Sejong 2025 (bang Advanced) tai Sejong, Han Qubc

* Giai Nhit — Cudc thi Y twéng séng tao sinh vién SoICT (SCIC) Q1,/2025 véi d@ tai "BKSec CyberLab - Nén tang rén
luyén va so tai vé An toan thong tin"

* Nhan t6 tré xuét sdc nim 2024 - Trung tdm VNCERT/CC

* Giai Nhi — Cudc thi PwC HackADay 2024

* Giai Ba — Vong chung khao cudc thi Sinh vién véi An toan thong tin ASEAN (ASCIS) 2024
* Giai Ba — vong chung khao cudc thi Sinh vién véi An toan thong tin ASEAN (ASCIS) 2023
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